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(57)Abstract: 

PROBLEM TO BE SOLVED: To document the execution 
of the improved enciphering process by using a taken 
time mark as a mark corresponding to the time 
information derived from a clock of which the adjustment 
is impossible. 

SOLUTION: A document in a computer 2, is coded 
before the transmission by using a processer 4, and is 
signed in some cases. The transmission is performed 
through, for example, an interface of the computer 2 and 
a communication network. And the clocks 6, 7 for 
inserting the time marking, is scanned. The both time 
informations (data) are compared. The time information 
(data) of a radio clock 6 is added to the document as the 
time marking, when the time difference is less than a 
predetermined value, then is coded with the document 
continuously, and is signed in some cases. The time 
mark taken in this way, is the mark corresponding to the 
time information derived from the (unadjustable) clock 6 
which can not be adjusted. 
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Title : DETECTION METHOD AND DEVICE OF EXECUTION TIME OF ENCIPHERING 
PROCESS 

[0015] According to a device structure of the present invention 
relating to a device for detecting the time that a transaction is 
executed, timeinformationthat is loaded (or inserted or contained) , 
as a time mark, in a forgery- (or tamper- or illegality-) proof unit, 
in a document relating to the transaction is extracted from a clock 
that cannot be adjusted (an unadjustable clock) . Furthermore, 
according to another device structure of the present invention, 
in a method for detecting the time that a document is created , signed, 
transmitted and/or received, a time mark loaded (or inserted or 
contained) in a document relating to a transaction in a forgery- (or 
tamper- or illegality-) proof unit, and the time mark corresponds 
to time information (data) that is extracted from a clock that cannot 
be adjusted (an unadjustable clock) . 

[0016] More advantageously, the clock, together with an autonomous 
current source, is arranged, so as to be inaccessible, except for 
time information calling, in a cryptomodule . 



[0017] A cryptomodule with memories subjected to processes for 
protecting from outside modifications can be performed and 
implemented in various forms. In a preferred embodiment of the 
present invention, the cryptomodule is configured as a chip card. 

5 [0018] According to a further embodiment of the present invention, 
the clock is provided as an accurate clock, for example, a quartz 
clock or a radio clock. To increase accuracy, a quartz clock, as 
well as an accurate clock, is provided in the cryptomodule. 



10 [0024] 

[Embodiments] According to the embodiment shown in the drawings, 
a cryptomodule 1 is connected to a computer 2 in which a document 
is created or processed. The cryptomodule has an interface 3 for 
connecting the computer 2 to a processor 4 in the cryptomodule 1. 
15 Filed in a memory 5 are algorithms and constants for coding, creating 
electronic signatures , and generating time markings (to be inserted 
into documents) . 

[0025] The processor 4 is further connected to a radio clock 6. 
The radio clock receives, via an antenna 7, signals from a time 
20 code transmitter. A quartz clock 8 is connected to the processor 
4 and always maintained its operational state by a battery 9 . 

[0026] A document that is created in a well-known format in the 
computer 2 is coded prior to being sent by using the processor 4, 



2 



and signed in some cases. The document can be sent through, for 
example, an interface (not shown) of the computer 2 and a 
communication network. According to the shown embodiment, the 
clocks 6 and 8 are scanned in order to insert time markings . Time 
5 information (data) of the clock 6 is compared to that of the clock 
8. If the time difference therebetween is smaller than a 
predetermined value , the time information (data) of the radio clock 
6 is added, as a time marking, to the document, subsequently coded 
together with the document and, in some cases, a signature is attached 
10 to the document. 
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